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1. Policy Statement
Seva Education Health & Care Ltd is committed to protecting the privacy and personal
information of pupils, parents, carers, staff, governors, volunteers, contractors and
visitors.
The school recognises that personal information is valuable and sensitive and must be
handled lawfully, fairly and securely at all times.
This policy ensures compliance with:

e UK General Data Protection Regulation (UK GDPR)

o Data Protection Act 2018

e Freedom of Information Act 2000

o Keeping Children Safe in Education

« |CO Guidance

2. Scope
This policy applies to:
e All employees
o Agency staff
e Volunteers
« Governors
« Contractors
o Students on placement
o Visitors with access to personal information
It covers all personal information whether held:
« Electronically
On paper
Audio recordings
CCTV
Emails
Photographs
Portable devices
Cloud-based systems

3. Definitions
Personal Data
Information that identifies a living individual.
Examples include:

¢« Name
Address
Telephone number
NHS Number
School records
Behaviour records
Attendance
Photographs
Email address
Payroll details
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Special Category Data

Information requiring greater protection including:
e Health records

Medical needs

Disabilities

SEND information

Ethnicity

Religion

Biometrics

Safeguarding information

4. Data Protection Principles
The school will ensure all personal data is:

Lawful

Collected only where there is a lawful basis.
Fair

Individuals understand why information is collected.
Transparent

Privacy Notices explain how information is used.
Accurate

Information is kept up to date.

Relevant

Only information that is necessary is collected.
Secure

Appropriate security measures are in place.
Retained

Information is kept only for appropriate periods.
Accountable
The school can demonstrate compliance.

5. Roles and Responsibilities
Directors
Responsible for ensuring the school complies with data protection legislation.

Executive Headteacher
Responsible for:
o overall compliance
o allocating resources
« ensuring staff training
e responding to serious breaches

Data Protection Lead
Responsible for:
e advising staff
e maintaining records
e overseeing compliance
e responding to subject access requests
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e reporting breaches
 liaising with the ICO where necessary

Staff
Every employee must:
« protect confidential information
e USe secure passwords
e lock computers
e report breaches immediately
« only access information required for their role
6. Lawful Basis for Processing
The school processes information under lawful bases including:
« Legal obligation
o Public task
« Contract
o Vital interests
o Legitimate interests
o Consent (where appropriate)

7. Special Category Information

Sensitive information is processed only where permitted by law.
Examples include:

Medical conditions

SEND assessments

Care plans

Behaviour support plans

Educational Psychology reports

Social Care reports

8. Collecting Information

The school collects information from:
e Parents

Pupils

Local Authorities

Previous schools

NHS professionals

Social Care

Police (where appropriate)

Staff

Recruitment processes

9. Accuracy
Staff must ensure records are:
e Accurate
e Uptodate
« Complete
o Corrected promptly where errors are identified
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10. Information Sharing
Information will only be shared where:
o legally required
o safeguarding requires it
e parental consent exists where appropriate
e educational needs require it
Information may be shared with:
e Local Authorities
« NHS
« Social Care
e Police
o Ofsted
o Examination Boards
« DfE
e School transport providers
e Independent professionals
Only the minimum necessary information will be shared.

11. Confidentiality
Staff must:

e never discuss pupils in public

e avoid discussing confidential matters in communal areas
« verify identity before sharing information
e use encrypted email where required
e avoid personal email accounts

12. Email Security
Sensitive information must:
e be password protected where appropriate
e use encrypted email systems
« verify recipient addresses
e avoid unnecessary copying

13. Paper Records
Paper files must:
e be stored securely
e remain in locked cabinets
e never be left unattended
e be shredded when no longer required

14. Electronic Records
Electronic records must:
e be password protected
e use multi-factor authentication where available
e be backed up
e remain within authorised systems
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15. Password Security
Passwords must:
e be unique
e not be shared
e be changed if compromised
« comply with the school's password policy

16. Mobile Devices
Staff using laptops, tablets or phones must:
e enable passwords
e encrypt devices where possible
e report losses immediately
e avoid storing unnecessary information locally

17. Home Working
When working remotely staff must:
e use secure internet
e avoid family access
e securely store paperwork
« log off systems
e use school-approved devices where possible
18. Photographs and Videos
The school will:
e obtain appropriate permissions where required
e use images only for authorised purposes
e securely store images
« regularly review image libraries

19. CCTV
Where CCTV operates it will:
e be proportionate
e support safeguarding
e support security
o comply with UK GDPR
« have appropriate signage
« follow retention schedules

20. Subject Access Requests (SARs)
Individuals have the right to:
e access personal information
e request correction
e request deletion where applicable
e object to processing where lawful
Requests should normally be responded to within one calendar month.

21. Data Breaches
Examples include:
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e lost paperwork

« emails sent incorrectly

e unauthorised access

e cyber attack

« stolen devices

e accidental disclosure
All breaches must be reported immediately to the Data Protection Lead.
Serious breaches will be assessed for notification to:

e Information Commissioner's Office

o Data subjects

o Directors

22. Freedom of Information
Requests for information will be handled in accordance with the Freedom of Information
Act 2000.

23. Records Retention

Information will be retained in accordance with the school's Records Retention
Schedule.

Records will be securely destroyed once retention periods expire.

24. Staff Training
All staff will receive:
« Data Protection induction
e Annual refresher training
o Cyber security awareness
o Confidentiality training
« Information governance updates
Additional training will be provided where roles require enhanced access to sensitive
information.

25. Monitoring
Compliance will be monitored through:
e Internal audits
o File audits
o ICT security reviews
o Data breach investigations
o Staff supervision
e Annual policy review

26. Non-Compliance
Failure to comply may result in:
« Disciplinary action
Referral to professional bodies
Dismissal
Criminal investigation
Civil penalties
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Appendix A — Data Breach Reporting Procedure
Staff discovering a breach must:

2R

Secure the information immediately.

Inform the Data Protection Lead without delay.
Record what has happened.

Preserve any evidence.

Do not attempt to conceal the breach.
Cooperate with any investigation.

Appendix B — Staff Data Protection Checklist
Staff should ensure they:

Lock computers when unattended.

Keep passwords confidential.

Verify email recipients before sending.

Use secure storage for paper records.

Dispose of confidential waste securely.

Report suspected breaches immediately.

Only access information needed for their role.

Keep desks clear of confidential information when unattended.
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